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Securing payment data 
for you and your customers 

Providing a secure payment experience is top of mind for you and 
your customers. As more customers turn to digital transactions, 
it’s important that you have the security tools in place to validate 
card-not-present transactions and avoid malicious account 
takeover and phishing schemes. Today’s advanced fraud solutions 
can provide a frictionless cardholder experience while offering 
stronger security and authentication protocols. 

With data breaches making headlines more frequently these days, 
security is a top concern for both companies and cardholders. 
Prioritizing security makes good business sense, as breaches 
are expensive, and the costs keep growing. In 2020, the global 
average cost of a single data breach event rose to $3.9 million. 
The average cost for each lost or stolen record containing sensitive 
and confdential information is $150. 

$3.9M 
the global average cost 
of a single data breach* 

*www.ibm.com/security/digital-assets/cost-data-breach-report/#/ 

Beyond the immediate expense, a high-profle breach can cause 
long-term damage to your brand reputation, allowing customer 
confdence to plummet and stock prices and shareholder value to 
go down with it. Many prominent companies which experienced 
signifcant breach events are still dealing with the repercussions 
and a tarnished brand reputation years later. 

Fortunately, a reputable and proven payment provider can assist 
with and help reduce your business’s payment security burden. 
It will also make it easier to validate the PCI DSS data security 
standard – the security standards anyone who accepts, stores, or 
transmits payment card data must follow. 

To protect your customers and keep their payment data secure, 
look for a provider that maintains a Level 1 PCI DSS certifcation 
with breach assistance for your company. The solution should be 
fully hosted on the provider’s network and deploy state-of-the-art 
security technologies, like encryption and tokenization. 

We’ve put together this guide to help protect your customers’ 
credit card data and validate PCI DSS compliance, which helps 
you avoid fnes, fees, additional expenses and provides breach 
assistance in case of a data breach event. 

www.ibm.com/security/digital-assets/cost-data-breach-report


  Verify that your terminal 
encrypts payment data 
Encryption ensures that cardholder data is protected 
from the moment your customer presents their payment 
card. Data encryption converts the data into a code, in 
order to prevent unauthorized access. If you’re not sure 
whether your terminal encrypts payment data, contact 
your payment card processing company. 

A standard form of encryption that card processing 
companies use is called point-to-point encryption 
(P2PE). This is a standard established by the PCI 
Security Standards Council. Payment solutions that offer 
similar encryption, but do not meet the rigorous P2PE 
standard, are are generically referred to as end-to-end 
encryption (E2EE) solutions. 

The objective of P2PE and E2EE is to provide a 
payment security solution that instantaneously converts 
sensitive credit and debit card data and information 
into indecipherable code at the time the card is dipped, 
tapped or swiped to protect the data through encryption 
as it is forwarded to the transaction processor. 



Pro Tip: Don’t overlook 
vulnerabilities related 
to the storage of 
sensitive payment 
information collected 
from customers, such as 
phone recordings and 
archived emails.

Map out your card data environment 
Next, map out the various places where you take payment information from 
customers, such as Point-of-Sale, website, email, phone, and text. This map 
will help you identify when and where your customers’ sensitive data is most 
vulnerable. Once you have created the map, you can add an extra layer of 
protection at those touch points. 

If you need help identifying and prioritizing points of vulnerability in your 
payment system, consider working with a Qualifed Security Assessor (QSA). 



  

 

Inspect terminals 
for tampering 
Identity thieves outft terminals with skimmers, 
other devices and software to steal customers’ 
card data. This is why you need to physically 
inspect terminals on a regular basis for any sign 
of physical damage, unauthorized access or 
modifcation. For help on how to inspect your 
terminals for tampering, refer to PCI’s Skimming 
Prevention Best Practices*. 

If you notice any physical damage or tampering, 
replace the terminals immediately. 

Pro Tip: When you receive your 
credit card terminals, take pictures 
of what they look like so you can 
use them as a reference when you 
do your annual device checks. 

https://www.pcisecuritystandards.org/documents/Skimming_Prevention_BP_for_Merchants_Sept2014.pdf?agreement=true&time=1603832908998
https://www.pcisecuritystandards.org/documents/Skimming_Prevention_BP_for_Merchants_Sept2014.pdf?agreement=true&time=1603832908998


Keep software up-to-date 
To protect your customers’ data from hackers, it is essential 
that you keep your software up-to-date. Software companies 
routinely release security patches to protect against new 
attacks and exposures. Also, make sure to keep your antivirus 
software updated at all times. 

Pro Tip: An easy way to keep 
your software updated is 
enabling auto-updates. 

Uninstall unneeded software 
Software applications that lie dormant in your network 
should most likely be removed. If you haven’t used 
software in more than 12 months, it’s probably time to 
uninstall it. Older, unused software is prone to security 
vulnerabilities and can be used to gain access to your 
system. So you should check for and uninstall unneeded 
software from your network on a regular basis. 

Buy your terminals from an Original Equipment 
Manufacturer (OEM) and install only the software you need 
to run your business. 



 Make passwords complex 
and change every 90 days 
Creating complex passwords and changing them frequently 
helps prevent unauthorized access. A common practice 
is to use a combination of at least 8 characters or more. 
Password generators and password managers are good 
resources for streamlining the password creation and 
recall process. Some examples of password managers are 
LastPass, 1Password and Dashlane. All password managers 
tend to have password generator functions as well. 

Install a web app frewall 
There’s no PCI-compliance requirement to install a web 
application frewall, but it’s another layer you can add to 
protect your customers’ data from hackers. A web 
application frewall is a physical piece of hardware that you 
will need to install at your location. You need to have one 
web application frewall for your network. Some highly 
recognized web application frewalls are: Netscaler MPX 
WAF, offered by Citrix, the MPX 5550 (ideal for a small to 
medium-sized business), and Barracuda’s Model 360. 

Pro Tip: Don’t use default 
passwords – this includes 
your frewall or any 
connected device. 
Anyone who knows them 
can hack into it using the 
default password. 



 

 
 

 Ensure you’re using multifactor authentication 
The new PCI DSS standard requires that you ask for at least 
two layers (factors) of authentication to access the card data 
environment. This is intended to reduce fraudulent use of 
customer accounts. 

A common example of multilayer authentication is when you 
access your Gmail account from a new device and are asked 
to enter a code sent to your mobile phone. 

In order to meet the multifactor authentication standard, you 
must combine two separate forms of credentials (aside from 
your password) from the following categories: 

• Something that the user knows: Example -
Authentication Code 

• Something that the user has: Example - Phone 
• Something that the user is: Example - Fingerprint 

Multifactor authentication requires the use of a Trusted 
Access Platform (TAP). Some examples of Trusted Access 
Platform providers are Google, RSA, and Dual Security. 



 

If you’re on a network system, segment your network 
When using a computer to authorize and settle payments, 
there are various applications, software, frewalls, 
and monitoring systems that could be collecting data 
transmitted through that network. When done properly, 
network segmentation provides controls that limit or stop 
communication from one sub-network into another. When 
done improperly – or not thoroughly enough – hackers may 
be able to “pivot” from a less-secure area (such as an offce 
zone) into your cardholder data environment. 

One alternative that can prevent the need to segment 
network is to bypass a network connection by using a 

stand-alone machine that accepts payments on an analog 
phone line. While this is less risky, this approach is still 
susceptible to hacking because a snipping device can be 
installed to steal the data. 

Another, and more secure, alternative is to use a validated 
point-to-point encryption solution. By doing this you not only 
provide the highest standard of security, you also reduce your 
PCI DSS validation scope. The Payment Card Industry (PCI) 
Council approves validated point-to-point encryption so you 
don’t have to have each of your terminals audited. Instead, you 
can provide PCI auditors your vendor’s VP2PE documentation. 



 

  

 

Scan your network monthly 
Part of the annual validation process is to conduct a 
vulnerability scan of the card data environment. This 
validation must be conducted by an Approved 
Scanning Vendor. 

However, to breach your system, all a criminal may 
need is one small weakness to exploit, so you are 
better served to scan your network on a monthly basis 
in order to identify potential risks early. Your network 
scans should include every single device that has an IP 
address, including laptops, multifunction printers, and 
workstations. The network scan should also include the 
software running on these devices. 

Have a plan in case of 
a data breach 
In case of a data breach, you need to have a plan to 
mitigate the situation and mitigate the damage the breach 
event causes. The plan should involve contacting law 
enforcement and potentially customers about the breach 
event such that they can take action before cyber 
criminals have an opportunity to use the stolen data. 



We’re here to help 
It’s important to work with a payment 
processor that understands your business 
and has the capability to analyze card 
payment data across all your environments. 
That’s where we can help. Our payment 
professionals leverage their industry 
knowledge and analyze data to make 
actionable recommendations to help you 
better manage card payments. By evaluating 
the business’ entire card authorizing and 
processing environment, we can help you 
cost-effectively deliver a satisfying and 
secure payment experience. 

There are many things that you can do to 
protect your customers’ payment data from 
hackers. For more information about how to 
protect your customers’ payment data, don’t 
hesitate to contact us. 



 

     

Website: www.payment.cenpos.com 

Email: sales@cenpos.com 

* By selecting this link, you will leave CenPOS content and enter a third-party website. CenPOS is not responsible for the content of, or products and services 
provided by this third party, nor does it guarantee the system availability or accuracy of information contained in the site. This website is not controlled by CenPOS 

Please note that the third-party website may have privacy and information security policies that differ from those of U.S. 

©2021 CenPOS, LLC. All rights reserved. CenPOS is a registered trademark in the United States and/or other countries. This document is prepared by CenPOS as a service for its customers. 
The information discussed is general in nature and may not apply to your specifc situation. 0121  CR-19433282 
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